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    Applying ISO management  
ssssystem standards to  
enterprise risk management

SPECIAL REPORT

ISO management system standards can be important tools in a company-

wide risk management programme. The first step is to understand what 

is meant by a generic risk management system. Next, the organization 

needs to look at how a standards-based system can be implemented.

For decades, ISO management 
system standards have proved 
invaluable to organizations 
around the globe aiming for 
improvement in a variety of 
areas : quality (ISO 9001:2000), 
information security (ISO/IEC 
27001:2005), environment (ISO 
14001:2004) and others. 

These areas are quite specific 
and so are the standards. At the 
same time, there is an important 
unifier : they all can “ work” for 
common goals – helping organi-
zations of any type to systemati-
cally manage risks. That, in turn, 
is a condition for business sta-
bility, profitability and safety. 

Managing different 
types of risk

All organizations work under 
a certain level of uncertainty, 
including market risks, cred-
it risks, operational risks and 
legal risks. 
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These risks influence organiza-
tional performance and often 
hamper development, and in 
many cases impact business 
partners and consumers. Pro-
fessionalism in dealing with 
uncertainty reduces threats 
to organizational stability, 
improves general economic 
health, and increases personal 
safety and quality of life. Suc-
cessfully dealing with uncer-
tainty requires continuous and 
efficient risk management.

With proper risk management 
methodology and tools, organ-
izations of all kinds enhance 
their governance systems to 
become more predictable, sta-
ble and safe.

Another important considera-
tion is that a company’s risks 
can expose its partners and 
customers. This means that risk 
management systems are nec-
essary not only for organiza-
tional profitability and security, 
but also for maintaining stable 
international trade.

Enterprise risk  
management

Risk management is a very 
broad methodology that can 
be applied to commercial busi-
nesses, delivery of public serv-
ices, the non-governmental 
sector and even personal deci-
sions. In any accident – from 
the Chernobyl catastrophe to 
a trivial car accident or a prod-
uct that fails to meet quality 
requirements – there is always 
something that leads to the 
undesirable event. This may be 
simple human error (failure to 
follow safety guidelines), lack 
of training (an incompetent 
driver) or insufficient busi-

ness processes (poor quality 
control). 

Although we must acknowl-
edge that there are many risks 
that we cannot influence, there 
are still plenty of things that 
can be managed and changed. 
In simple terms, risk manage-
ment provides techniques that 
help organizations prevent bad 
things from happening. In order 
to make this a consistent proc-
ess, organizations need to sys-
tematically manage risks with 
an efficient enterprise risk man-
agement system, which can be 
based on existing ISO stand-
ards on management systems.

The two main objectives of an 
enterprise risk management 
system are to :

•	 help make the organization 
profitable ; and to

•	 make the organization and 
all parties affected by its 
work safe and secure.

Profitability is directly related 
to the quality of services and 
goods, and to market demand 
for these products. Security 
results from implementation 
of protective measures. How-
ever, security measures can 
often hamper the business. To 
maintain profitability, organi-
zations need to be as efficient 
as possible – to “ drive as fast 
as possible”. But to make the 
business more secure, organi-
zations need to carefully con-
sider each action – to “ drive 
slower”.

An enterprise risk manage-
ment system can serve as a 
tool for combining business 
efficiency and security on the 
basis of continual manage-
ment of risks. 

There are many definitions 
of risk, but for our purposes 
these can be defined by four 
factors :

•	 Event  – the threat that 
something may (or may 
not) happen to affect any 
of the interested parties.

•	 Vulnerability – factors that 
allow the threat to become 
realized.

•	 Probability – a measure of 
uncertainty of the threat to 
be realised.

•	 Impact – a measure of the 
consequences, usually in 
financial terms.

Nonconformities, mistakes, 
errors or deviations from 
requirements are examples 
of risks that can be managed 
and prevented.

ISO standards for risk 
management

ISO management system stand-
ards provide valuable tools 
for handling various kinds of 
organizational risks – quality, 
information security, occupa-
tional health and safety, envi-
ronment, project management 
and more. An enterprise risk 
management programme can 
be built by integrating these 
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systems into a single company-
wide structure. 

Every organization is subject 
to a wide range of risks, includ-
ing:

•	 HR risks – a key person may 
leave the company; inad-
equate training may cause 
service provision to fail, 
etc.

•	 Supplier and partner risks – 
purchased products may not 
meet quality requirements; 
delivery may be late, etc. 

•	 Information security risks 
– critical servers may fail; 
software bugs may com-
promise products or oper-
ations; confidential infor-
mation may be stolen, etc. 

•	 Service provision process 
risks – failures in the service 
provision processes: human 
error, technical mistakes, 
etc. 

•	 Legal risks – new regulatory 
requirements may substan-
tially change business con-
ditions. 

•	 There are also ecological 
risks  and occupational 
health and safety risks. 

To systematically manage these 
risks, a continuous risk man-
agement process should be 
implemented within the organ-
ization.

petence may want to change 
jobs. 

Quantification. Next the risk 
should be quantified and ana-
lyzed so that serious risks 
requiring special attention can 
be determined. Assuming that 
the threatened loss of critical 
competence described above 
is judged a serious risk, four 
options are available :

knowledge and reduce 
dependence on that individ-
ual, or motivate the employ-
ee to stay in his or her posi-
tion. 

•	 Transfer the risk  – out-
source the at-risk process to 
ensure business continuity. 
The organization may out-
source the process in which 
the employee is involved.

•	 Avoid the risk – cease activi-
ties that might lead to risks. 
Change the business strat-
egy so that the organiza-
tion is not dependent on the 
employee’s competence.

Implementation . After the 
strategy is chosen, it needs 

•	 Financial risks – changes 
on securities markets. 

•	 Marketing and product 
design risks  – a product 
may no longer be required 
on the market; competitors 
may introduce higher qual-
ity products; newly designed 
products may encounter 
production problems; sup-
plier prices may change, 
etc. 

Risk management and 
ISO 9001

Risk management is a con-
tinuous process encompass-
ing the following steps :

Risk identification. Know-
ing the risks is the first step 
towards managing them. For 
example, an organization can 
identify the risk that a key 
worker possessing unique com-

Accept the risk•	  – knowing-
ly acknowledge its exist-
ence but take no immedi-
ate action. Decide to handle 
the problems caused by the 
departing employee when 
the situation arises. 

Mitigate the risk•	  – reduce 
the probability of the event 
or reduce its impact. The 
organization may try to 
document the employee’s 

to be implemented. The most 
common course is risk mitiga-
tion; the organization imple-
ments actions as described by 
a mitigation strategy. 

Project analysis. The organ-
ization analyzes progress in 
implementation of the risk 
management strategy, ensur-
ing that planned measures are 
completed. 

Risk management  
is necessary for 

organizational profitability 
and security and stable 

international trade 
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Residual risk evaluation. After 
everything is complete, resid-
ual risks need to be evaluated 
and business continuity must 
be planned. Mitigation does 
not provide a 100 % guarantee 
that the risk will not occur ; the 
organization needs a plan of 
action in the event the employ-
ee leaves.

 If we treat ISO 9001:2000 as 
the core standard for the man-
agement system – meaning that 
all activities are managed with-
in the quality management sys-
tem and that quality is broadly 
understood – we see that all the 
processes from Section 8 of the 
standard are necessary for risk 
management, including internal 
audits, corrective and preven-
tive actions, customer feedback, 
strategic planning and manage-
ment review, and nonconform-
ing product management.

If the organization arrives at 
the conclusion that a noncon-
formity can be called a realized 
risk which requires mitigation, 
and a potential nonconformity 
is called a risk, the corrective 
and preventive actions proc-
ess (clauses 8.5.2 and 8.5.3) 
is suitable for identification, 
quantification and manage-
ment of risks.

Corrective and preventive 
actions may be implemented 
in such a way that their reg-
istration and analysis serve 
as a tool for risk processing. 
A sure way for an organiza-
tion to manage the many risks 
it faces is to process them 
through such a process. The 
steps required by ISO 9001 
cover all aspects of the risk 
management process.

Addressed risks

In addition to the risk manage-
ment process, ISO 9001 gives 
organizations advice on how 
to deal with specific noncon-
formities, or risks. 

Competence management is 
one of the most important mit-
igation strategies for Human 
Resources risks, described in 
clause 6.2 Human Resourc-
es. To manage infrastructure 
risks, the organization should 
conform to the requirements 
of clause 6.3 Infrastructure. 
The suppliers and partners 
risk  mitigation strategy is 
described in clause 7.4 Pur-
chasing. Development of sup-
plier evaluation criteria and 
the supplier systematic eval-
uation makes an organization 
less vulnerable to these exter-
nal risks. Table 1 – ISO 9001 processes related to risk management.

ISO 9001:2000  
process

Risk management process 
step

Internal audits (8.2.2) All types of operational risk  
identification and analysis

Customer satisfaction 
(8.2.1)

Identification of customer-related 
and reputational risks (may also be 
considered operational risks)

Strategic planning and 
management review  
(strategic planning process 
is not literally described in 
ISO 9001, however it can 
be derived from clauses 
5.3, 5.4 and 5.6)

Strategic risk identification,  
operational risk analysis  
(through review of corrective and 
preventive actions)

Control of nonconforming 
product (8.3)

Identification and management  
of risks that occurred, influencing 
product quality.

Corrective and preventive 
actions (8.5.2, 8.5.3)

The process of identification,  
quantification, analysis and  
mitigation of operational risks.

C O N T I N U I T Y
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Marketing and new product 
design risks are addressed in 
clauses 7.2 Customer-related 
processes and 7.3 Design and 
development. These recom-
mendations can substantially 
reduce marketing- and client-
related risks. If the require-
ments of clause 7.5 Produc-
tion and service provision are 
met, risks associated with the 
processes of service provision 
will also be reduced. 

At the same time, there are 
many risks that are not cov-
ered by the ISO 9001 standard, 

operational risk. The approach-
es described in ISO/IEC 27001 
imply development of the risk 
management process for dealing 
with information security risks. 
The only differences between 
ISO 9001 and ISO/IEC 27001 
in this regard are to

•	 determine the informa-
tion security risks we need 
to know the informational 
assets, and 

•	 how to manage them (this 
is required for development 
of an information security 
management system).

ment system to address specific 
elements of operational risk – 
information security risks. 

The same may be said of ISO 
14001 and other ISO manage-
ment system standards. They 
can all be a part of an enter-
prise risk management sys-
tem addressing specific threats, 
while ISO 9001 should be a 
basis for this system since it 
contains the fundamental risk 
management process.

but they are addressed in oth-
er standards for management 
systems. For example, IT risk 
mitigation strategies may be 
found in the ISO/IEC 20000 
(IT service management) and 
ISO/IEC 27001 (information 
security management) stand-
ards, while environmental risks 
are addressed in the ISO 14000 
standards. 

The ISO/IEC 27001 standard 
includes strategies and tools 
for information security risk 
management, which consti-
tutes an important element of 

The standard includes hints 
on how to mitigate informa-
tion security risks (listed in 
Annex A). 

ISO/IEC 27001 can be treat-
ed as an important part of an 
organization’s risk manage-

security management – not 
an ISO standard), ISO/IEC 
27001 and other standards 
provide special tools for 
addressing specific risks: 
environmental, occupation-
al health and safety, infor-
mation security, etc. 

•	 An enterprise risk manage-
ment system can be based 
on these standards.

The implementation of an 
enterprise risk management 
system will help organizations 
all over the world to effec-
tively manage risks, provid-
ing profitability and security 
for their organizations, assur-
ing the safety of stakeholders 
and sustainable growth of the 
world economy. 

Development of a widely rec-
ognized standard and guides 
for an enterprise risk manage-
ment system could help organ-
izations to effectively imple-
ment the techniques described 
above. 

This standard could be based 
on existing management system 
standards, making it easier for 
organizations that have already 
implemented ISO standards to 
embed risk management con-
cepts into their processes for 
achieving both profitability 
and security. 		       •

Conclusion

In general, ISO management 
system standards contain tools 
for managing operational risks 
as in the cases discussed above. 
Operational risk is defined as 
the risk of loss resulting from 
inadequate or failed internal 
processes, people and systems 
or from external events. Oper-
ational risks are the most com-
mon risks for any organization. 
In the most well-known classi-
fication of risks (used in Basel 
II Capital Accord) we find 
three major classes : market, 
credit and operational risks.

While market and credit risks 
are very important in banking 
and finance, operational risks 
are equally important to eve-
ry organization. These risks are 
addressed in ISO standards. 

With ISO management system 
standards, businesses receive 
concepts and techniques for 
managing all types of organi-
zational risks :

•	 ISO 9001 provides tools and 
a framework for managing 
operational risks.

•	 ISO 14001, OHSAS 18001 
(occupational health and 
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ISO 9001 corrective  

and preventive actions  

may serve as a tools for 

risk processing 
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